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ABSTRACT 

Privacy protection and open sharing are the core of data governance in the AI-driven era. A 

common data-sharing management platform is indispensable in the existing data-sharing solutions, 

and users upload their data to the cloud server for storage and dissemination. However, from the 

moment users upload the data to the server, they will lose absolute ownership of their data, and 

security and privacy will become a critical issue. Although data encryption and access control are 

considered up-and coming technologies in protecting personal data security on the cloud server, 

they alleviate this problem to a certain extent. However, it still depends too much on a third-party 

organization’s credibility, the Cloud Service Provider (CSP). In this paper,  

1.INTRODUCTION 

The development of 5G and Internet of 

Things technology provides a large amount 

of training data for the rapid implementation 

of artificial intelligence (AI). At the same 

time, data security and privacy protection 

have become the most interesting topics in 

data governance and sharing. Powerful data 

mining and analysis have brought potential 

threats to personal privacy protection. 

Traditionally, most people choose to 

outsource their data to cloud servers for 

sharing and dissemination. However, most of 

the data stored in the cloud is very sensitive, 

especially those data generated by IoT 

devices that are closely related to human life. 

These data have their particularities and may 

contain personal-related information such as 

life, work, and healthcare; once personal data 

is stolen or leaked illegally and linked to the 
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data owner’s real identity, it may bring great 

trouble to an individual. Therefore, 

integrating data and generating value while 

ensuring data security and privacy have 

become a significant challenge for all 

contemporary companies that use big data 

and AI. At present, researchers have 

proposed many secure sharing schemes in the 

cloud environment [1–9]. These schemes 

seem to solve the security and privacy issues 

during data sharing. Nevertheless, these 

schemes all have a standard feature: they are 

overly dependent on the Cloud Service 

Provider (CSP). They believe that the CSP is 

a trusted third-party organization, and the 

CSP is semi trustable, which means that the 

CSP will be curious about the data but will 

not destroy it. It means that the following 

situations are always inevitable:  

1. The CSP itself may make profits from 

the user’s private data, or its insiders may do 

evil and cause the user’s privacy disclosure. 

Although some methods, such as attribute-

based encryption algorithms, can achieve 

user-defined access policies that seem user 

centric, these methods still require a trusted 

third party to generate and manage user keys. 

It is impossible to exclude the possibility of 

collusion between these trusted centers. All 

these will lead to the fact that once the data 

owners upload their data to the cloud server, 

they will no longer have their data’s absolute 

possession.  

2. The data is centrally stored on cloud 

servers and managed by the CSP. An 

inevitable single point of failure may lead 

that users cannot obtain their data generally 

by using the cloud service. The CSP can 

improve data security and service stability by 

utilizing disaster recovery backup. However, 

some irresistible factors will prevent users 

from using cloud services to obtain their data, 

such as political factors  

3. To provide better service, the CSP 

needs to spend more money to buy servers, 

hire better employees, rent the data center 

venues, and so on. These costs are increasing 

gradually, and the CSP cost is also increasing 

and the construction of the management 

platform. Users ultimately pay the operating 

costs of the CSP.  

2.LITERATURE REVIEW 

Swan et al. [15] studied on the concept of 

blockchains, a new form of information 

technology that could have several important 

future applications. One is blockchain 

thinking, formulating thinking as a 

blockchain process. This could have benefits 

for both artificial intelligence and human 

enhancement, and their potential integration. 
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Blockchain thinking is outlined here as an 

input-processing-output computational 

system. 

Zyskind et al. [16] described a decentralized 

personal data management system that 

ensures users own and control their data. This 

paper implemented a protocol that turns a 

block chain into an automated access-control 

manager that does not require trust in a third 

party. Unlike Bit coin, transactions in this 

system are not strictly financial they are used 

to carry instructions, such as storing, 

querying, and sharing data. Finally, this paper 

discussed possible future extensions to block 

chains that could harness them into a well-

rounded solution for trusted computing 

problems in society. 

Azaria et al. [17] proposed a novel, 

decentralized record management system to 

handle EMRs, using blockchain technology. 

This system gives patients a comprehensive, 

immutable log and easy access to their 

medical information across providers and 

treatment sites. Leveraging unique 

blockchain properties, MedRec manages 

authentication, confidentiality, 

accountability, and data sharing crucial 

considerations when handling sensitive 

information. A modular design integrates 

with providers’ existing, local data storage 

solutions, facilitating interoperability and 

making our system convenient and adaptable. 

This paper incentivized medical stakeholders 

(researchers, public health authorities, etc.) to 

participate in the network as blockchain 

“miners”. This provided them with access to 

aggregate, anonymized data as mining 

rewards, in return for sustaining and securing 

the network via Proof of Work. The purpose 

of this short paper is to expose, prior to field 

tests, a working prototype through which we 

analyze and discuss our approach. 

Xia et al.  [18] proposed MeDShare, a system 

that addresses the issue of medical data 

sharing among medical big data custodians in 

a trust-less environment. The system is 

blockchain-based and provided data 

provenance, auditing, and controlled the 

shared medical data in cloud repositories 

among big data entities. MeDShare 

monitored entities that access data for 

malicious use from a data custodian system. 

In MeDShare, data transitions and sharing 

from one entity to the other, along with all 

actions performed on the MeDShare system, 

are recorded in a tamper-proof manner. The 

design employed smart contracts and an 

access control mechanism to effectively track 

the behavior of the data and revoke access to 

offending entities on detection of violation of 
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permissions on data. The performance of 

MeDShare is comparable to current cutting-

edge solutions to data sharing among cloud 

service providers. By implementing 

MeDShare, cloud service providers and other 

data guardians will be able to achieve data 

provenance and auditing while sharing 

medical data with entities such as research 

and medical institutions with minimal risk to 

data privacy. 

Dubovitskaya et al.  [19] proposed a 

framework on managing and sharing EMR 

data for cancer patient care. In collaboration 

with Stony Brook University Hospital, this 

work implemented framework in a prototype 

that ensures privacy, security, availability, 

and fine-grained access control over EMR 

data. The proposed work can significantly 

reduce the turnaround time for EMR sharing, 

improved the decision making for medical 

care, and reduced the overall cost. 

3.EXISTING SYSTEM 

3.1 Hyperledger Fabric 

Hyperledger Fabric is designed for use in 

enterprise-level applications, and it is 

characterized by its modular architecture, 

permissioned network, and smart contract 

functionality, known as “chaincode”. 

• The platform provides a high degree 

of security, privacy, and scalability, and it 

supports the development of custom 

blockchain solutions for various use cases 

across industries such as finance, supply 

chain, and healthcare.  

4.PROPOSED SYSTEM 

 we combined blockchain, ciphertext-policy 

attribute-based encryption (CP-ABE) and 

Inter Planetary File System (IPFS) to address 

this problem to propose a blockchain-based 

security sharing scheme for personal data 

named BSSPD. In this user centric scheme, 

the data owner encrypts the sharing data and 

stores it on IPFS, which maximizes the 

scheme’s decentralization. The address and 

the decryption key of the shared data will be 

encrypted with CP-ABE according to the 

specific access policy, and the data owner 

uses blockchain to publish his data-related 

information and distribute keys for data 

users. Only the data user whose attributes 

meet the access policy can download and 

decrypt the data. The data owner has fine-

grained access control over his data, and 

BSSPD supports an attribute-level revocation 

of a specific data user without affecting 

others. To further protect the data user’s 

privacy, the ciphertext keyword search is 

used when retrieving data. We analyzed the 

security of the BBSPD and simulated our 

scheme on the EOS blockchain, which 
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proved that our scheme is feasible. 

Meanwhile, we provided a thorough analysis 

of the storage and computing overhead, 

which proved that BSSPD has a good 

performance. 

5.SYSTEM ARCHITECTURE 

 

 Fig.1 System Architecture

 

In above screen user logged in successfully 

and now click on ‘Share Secured Data’ link 

to share data with other users 

 

In above screen user can enter some message 

and then upload image and by holding CTRL 

KEY you can select names of users with 

whom you want to share this data and press 

button to get below output In above screen 

‘John’ is sharing data with user ‘aaa’ and 

‘bbb’ and both users can decrypt and view 

data but user ‘ccc’ cannot view it. 

 

In above screen we can see data owner name, 

shared messages with IPFS address and we 

can see names of shared users list and now 

we can check weather aaa or bbb can view 

this data or not and now click on ‘Storage 

Overhead Graph’ link to view encryption and 

decryption time overhead 

 

In above screen x-axis represents encryption 

and decryption and y-axis represents time 

overhead and now logout and login as ‘bbb’ 
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user to view shared data. 

 

In above screen shared user ‘bbb’ is login and 

after login will get below output 

 

Now in above screen ‘bbb’ can click on 

‘View Shared Messages’ link to view all 

users shared data 

 

In above screen ‘bbb’ can view shared data 

from aaa and john and now logout and login 

as ‘ccc’ and nobody shared data with ‘ccc’ so 

he cannot access any data 

 

In above screen user ‘ccc’ is login and after 

login will get below screen 

 

Now in above screen ‘ccc’ can click on ‘View 

Shared Messages’ link to get below output 

7.CONCLUSION 

In the AI-driven era, a user-centered sharing 

model is proposed to open data while 

ensuring data privacy. We combined 

blockchain, CP-ABE, and IPFS to propose a 

blockchain-based security data-sharing 

scheme with fine grained access control and 

permission revocation. In our proposed 

scheme, the DO encrypts his data and 

uploads it to IPFS, then encrypts the returned 

address and decryption key by CP-ABE. 

Only DUs whose attributes satisfy the access 

policy can decrypt and obtain the data. There 

is no centralized node in the scheme, and the 
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DO has completed control over his shared 

data, which promises privacy and security. 

To achieve the goal, we have implemented 

our scheme on the EOS blockchain. The 

security and performance analysis proves that 

our scheme is feasible and practical and has a 

good performance. We can also add a 

cryptocurrency to introduce an economic 

system for data sharing and further enrich our 

scheme’s functions. At the same time, there 

are many shortcomings in our scheme. For 

example, the CPABE we designed with 

permission revocable does not have the best 

performance. There are also many types of 

research on CP-ABE. We can use a CP-ABE 

with better performance to improve our 

scheme. Besides, for the searchable 

encryption algorithm used in our scheme, the 

DO needs to distribute a secret key for each 

DU and store it on-chain. It also needs to 

maintain large amounts of indices for each 

shared data, which can be further optimized. 

At present, some researchers have proposed 

using blockchain to solve the fairness 

problem in searchable encryption algorithm.  

In the future, we will study and discuss the 

endowment of a better ciphertext searchable 

algorithm to further optimize our scheme. 

Simultaneously, to make our scheme more 

practical, we can combine some studies with 

ours and put forward a data governance 

scheme that is more in line with the practical 

application. 
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